J) Maryhaven

Enriching the Lives of People
with Special Needs

MARYHAVEN
NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.

This Notice of Privacy Practices (Notice) describes how Maryhaven will use information about you and when
Maryhaven can share your information with others. We are required by law to maintain the privacy of your
Protected Health Information, or “PHI”, which is any health information that identifies you (such as your name,
address and date of birth, and any information created by your healthcare providers for treatment, billing or
payment). We are providing this Notice to you to help you understand your rights and your choices as a service
recipient, our uses and disclosures of your PHI, and our responsibilities as your service provider. We are required
to abide by the terms of this Notice.

WHO WILL FOLLOW THIS NOTICE?

This Notice describes the privacy policies of Maryhaven. This Notice applies to all Maryhaven employees,
volunteers, and business associates.

HOW WE MAY USE AND DISCLOSE YOUR HEALTH INFORMATION
Standard Uses and Disclosures: Maryhaven may use and share your health information without your prior

authorization to provide you with services, to allow us to receive payment for those services, and to conduct
our daily operations.

A. Treatment: We may use and share your PHI to provide you with treatment and/or other services. We can
contact you to provide appointment reminders or information about treatment alternatives or other health-
related benefits and services and can share your PHI with other providers (e.g., physicians, nurses,
pharmacists, and other healthcare facilities) involved in your treatment.

B. Payment: We may use and share your PHI to be paid for the services that we have provided to you— for
example, we can request payment from your health insurer and can verify that your health insurer will
pay for your healthcare services.

C. Business Operations: We may use your health information or share it with others to conduct our business
operations—for example, we can share your health information with others to evaluate the performance
of the staff who have cared for you or implement improvements to the care we provided to you.

D. Business Associates: We may share your PHI with our “business associates,” or the individuals and
companies we have engaged to create, maintain, receive, or transmit your PHI to perform certain business
functions for us. For example, we can use another company to perform billing services on our behalf. Our
business associates are required by law to maintain the privacy and confidentiality of your PHI.

I1.  Uses and Disclosures That Do Not Require Your Consent: Maryhaven may also share your health
information without your permission in the following circumstances:

A. Public Health Activities: As required or permitted by law, we may disclose your PHI to
authorized public health officials, for example, to report disease, injury, or vital events such a death.
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B. Victims of Abuse, Neglect or Domestic Violence: If we reasonably believe you are a victim of
abuse, neglect, or domestic violence, we must disclose your PHI to a government authority
authorized by law to receive such reports.

C. Health Oversight Activities: We may disclose your PHI to any government agencies authorized to
conduct audits, investigations, and inspections of Maryhaven. These agencies monitor the operations
of Maryhaven to determine our compliance with applicable laws and regulations pertaining to
government benefit programs (such as Medicare and Medicaid).

D. Public Safety: We may use or disclose your PHI to prevent or lessen a serious and imminent threat
to your health and safety, and the safety of others and the public at large.

E. Workers’ Compensation: We may disclose your PHI as authorized by state laws relating to
workers’ compensation or similar government programs.

F. Organ and Tissue Donation: We may disclose your PHI to organizations that procure organs and
other tissues for banking and/or transplantation.

G. Deceased Persons: We may disclose the PHI of deceased individuals to a coroner, medical examiner
or funeral director authorized by law to receive such information.

H. National Security: We may disclose your PHI to authorized federal officials who are conducting
intelligence, counterintelligence or other national security activities.

I.  Legal Proceedings: We may disclose your PHI in response to a court order or subpoena in a judicial
or administrative proceeding.

J.  Law_Enforcement: We may disclose your PHI to law enforcement officials in the following
situations:

e When required by law.

e For purposes of identifying and locating a suspect, fugitive, witness, or missing person.
e If you are suspected to be the victim of a crime.

e To report a suspicious death resulting from criminal conduct.

e To report suspected criminal conduct occurring on our property.

e In an emergency situation.

K. Military Command Authorities: If you are a member of the armed forces, we may disclose your
PHI as required by the appropriate military command authorities.

L. Research: We may use or disclose your PHI for research purposes, subject to the requirements
of applicable law. All research projects are subject to a special approval process which balances
research needs with a patient’s need for privacy. When required, we will obtain a written
authorization from you prior to using your health information for research.

M. As Required by Law: We may use or disclose your PHI when we are required to do so by any
other laws not already referenced above.

Note: Incidental uses and disclosures of PHI sometimes occur and are not considered to be a violation of
your rights. Incidental uses and disclosures are by-products of otherwise permitted uses or disclosures
which are limited in nature and cannot be reasonably prevented.
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I11.  Uses & Disclosures That We May Make Unless You Obiject: In some situations, you may have the

opportunity to agree or object to the sharing of your information. In the following circumstances, we can
share your information unless you instruct us otherwise:

A.

Disclosure to Family, Friends, or Caregivers: We may share your health information with any of
your family members, relatives or close friends who may be involved in your care, or who may be
responsible for paying for your care. We will always give you an opportunity to object to these
disclosures. If we provide your information to these individuals, it will only be information directly
relevant to their involvement in your care. We can also disclose your PHI to your family or close
friends in the event of an emergency or to notify (or assist in notifying) them of your location, general
condition, or death.

Fundraising: We may use your PHI to support our business operations. For example, we may use
the dates on which you received treatment or the department in which you were seen to contact you
about participating in fundraising activities. Any fundraising communication you receive will provide
instructions on how to opt out of receiving future fundraising inquiries.

Disaster Relief: We may disclose your PHI to disaster relief organizations so they can contact your
family or friends or coordinate disaster relief efforts.

1VV. Uses and Disclosures Requiring Your Specific Written Authorization:

D.

Except in limited circumstances, we must obtain your written authorization to release the following
types of information:
e Psychotherapy notes

¢ Information related to mental health treatment

¢ Information related to drug and alcohol abuse/treatment

e HIV status and other sexually transmitted diseases

e Information involving genetic testing and other genetic-related information.

Note: Other uses and disclosures of your protected health information not described above in this Notice or
permitted by law will be made only with your written authorization.

YOUR HEALTH INFORMATION RIGHTS

Under the law, you have certain rights regarding the health information that we collect and maintain about you.
This section explains your rights and how to exercise them.

A. Inspecting and Obtaining Copies of Your Medical Records: You have the right to inspect and/or

receive paper or electronic copies of your medical and billing records.

Written Request: You must submit your request in writing using the appropriate Authorization For
Release of Health Information Pursuant to HIPAA form approved by the New York State Department
of Health. You can request a copy of that form from the Maryhaven program you are seeking records
from

Sending the Record Request: You must submit your written request directly to the specific Maryhaven
program you receive services from.

Fees: We can charge you a reasonable cost-based fee for the labor associated with providing you with
access to your medical and billing records. Under New York State law, this fee may not exceed $0.75

per page.
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o Form/Format: If your PHI is not readily producible in the format you request, it will be provided
either in our standard electronic format or as a paper document.

o Response Time: We will provide you with a copy or a summary of your health information, usually
within 30 days of your written request.

o Denial of Access: Maryhaven has the right to deny access to your PHI. If your request is denied, we
will provide you with a timely written explanation for the basis of the denial.

e Revoking Authorization: You have the right to revoke your written authorization to a particular use
or disclosure at any time (except to the extent we have already relied upon your written authorization).
To revoke a written authorization, please contact the specific Maryhaven program that provided you
with services.

Requesting an Amendment to Your Medical Record: You have the right to request an amendment to
your record (as maintained by Maryhaven) if you believe that your information is incorrect or incomplete.

e You must submit your written request to the specific Maryhaven program that serviced you.

e The written request should detail what part of the record you want changed and the reasons why you
are requesting the change.

e Maryhaven can deny your request if we reasonably believe that the information is accurate and
complete, if we did not create the PHI, or if other special circumstances apply. Maryhaven will notify
you in writing of any denial of your request within 60 days.

Requesting an Accounting of Disclosures of your Health Information: You have the right to request
an accounting of certain disclosures of your PHI by Maryhaven.

e The “Accounting of Disclosures” will list the number of times Maryhaven has disclosed your PHI in
the past six (6) years, the individual or company who received your PHI, and why your PHI was
shared. However, any disclosures of your PHI made when our facilities were providing care for you
or seeking payment for your health services, or when you authorized the disclosure in writing, will
not be included on this list.

e You must submit a written request to the specific Maryhaven program that serviced you.

e Maryhaven will provide you with one Accounting of Disclosures for free each year, but will charge
a reasonable, cost-based fee if you ask for more than one Accounting of Disclosures within a 12-
month period.

. Requesting Confidential Communications Methods: You have the right to receive your health
information through a reasonable alternative means (home or office phone) or at an alternative location
(a different address), and you can revoke any such request at any time. Maryhaven will accommodate all
reasonable requests. Written requests for alternate communication methods should be directed to the
Maryhaven Privacy Officer.
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Requesting Additional Privacy Protections: You have the right to request certain restrictions on how
we use or share your PHI to treat you, collect payment from you (or your insurer) or to conduct our health
care operations. For example, you can limit how your information is shared with certain family and
friends. We are not required to agree to your request. If we do agree, we will fulfill your request unless
the information is needed to provide you emergency treatment. Requests for restrictions should be
submitted to the Maryhaven Privacy Officer.

Notification Following a Breach of Unsecured Protected Health Information: You have the right to
receive a written notification from us if there is a breach of your unsecured PHI. The HIPAA Privacy rule
requires us to provide you with a breach notification within 60 days of discovery.

. Obtaining a Paper Copy of this Notice: You have the right to receive a paper copy of this Notice from
us at any time (even if you have previously agreed to accept this Notice electronically). You may also
view or obtain an electronic copy of this Notice on our intranet site (www.maryhaven.org).

. Change in this Notice: We reserve the right to change the terms of this Notice. If we make any changes,
the changes will apply to all your information in our records. The new notice will be available to you upon
request, in the office of the Maryhaven program where you receive services, and on our website (www.

maryhaven.org).

How Someone May Act on Your Behalf: You have the right to identify a personal representative who
may act on your behalf to control the privacy of your health information. Parents and guardians will
generally have the right to control the privacy of health information about minors (unless the minors are
permitted by law to act on their own behalf).

Reporting a Privacy Concern: Maryhaven takes the privacy and security of your PHI very seriously. If
you believe your privacy rights have been violated, please visit the Maryhaven website for the contact
information of the Maryhaven Privacy Officer (www.maryhaven.org). You can also call the Maryhaven
Compliance Helpline at (631) 802-4411 to make a confidential or anonymous report. Any concerns about
the privacy and security or your PHI reported to the Helpline will be directed to the Maryhaven Privacy
Officer. No one will retaliate or take action against you for filing a complaint or reporting information to
the Helpline. You can also file a complaint with the U.S. Department of Health and Human Services
Office for Civil Rights by sending a letter to 200 Independence Avenue SW, Washington, DC 20201, by
calling (877) 696-6775 or by visiting www.hhs.gov/ocr/privacy/hipaa/complaints.
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